S SEZS

Position Title: Cloud Security Engineer
Location: Remote, with ability to travel to Fayetteville, NC quarterly
Clearance Requirement: Secret, TS/SCI Preferred

Status: FOR IMMEDIATE HIRE

SE2S is seeking a Cloud Security Engineer who will help engineer secure methods of utilizing cloud
infrastructure services and software to improve the overall security posture of our clients. You’ll
recommend tools and capabilities based on your research of the current environment and knowledge of
various on-premise, cloud based, and hybrid resources. In this role, you will have the opportunity to help
design and implement secure cloud infrastructure and systems in support of national defense. As a technical
leader, you’ll identify new opportunities to build cloud-based solutions to help your customers meet their
evolving needs.

Required Skills:
e Experienced with requirements gathering and testing.
e Experience recommending information technology solutions to resolve customer problems.
e Ability to configure and tune a cloud-based IT security system to optimize performance and/or
alerting.
e Mastery integrating solutions with other technology solutions such as active directory, backups,
networking devices, security solutions, as well as Al and ML projects.
e Ability to design data flow and engineer data life cycle to determine how data is originated,
enriched, stored, and disposed to meet compliance and business requirements.
e Experience producing documentation such as data flows, data dictionaries, user guides, or operating
procedures, system design document, disaster recovery documentation, etc.
e Proficiency interfacing with company executives as well as government technical management or
executive level personnel.
Familiarity with the Army RMF/ATO process, DISA, and the DOD IT policies.
Ability to work independently and address ad-hoc challenges.
Possession of excellent verbal and written communication skills.
Knowledge of Agile SDLC.

Education/Experience requirements:

e Bachelor’s Degree

e  Minimum Secret Clearance, TS/SCI Security Clearance preferred

e Knowledge of Cyber threat landscape to include different types of adversaries, campaigns, and the
motivations that drive them.

e Knowledge of GITLAB

SE2S offers a highly competitive package of pay and benefits including Paid Time Off and Holidays,
401(K) match and flexible medical benefit plans for the well-being of you and your family. Applicants
selected will be subject to a government security investigation and must meet eligibility requirements for
access to classified information. For more information or to apply, email rmarshlack@stratsupport.com or
visit www.stratsupport.com.
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